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The European influence on
German anti-terrorism law

A influéncia europeia no direito antiterrorismo alemao

ANNEKE PETZSCHE

Abstract

In contrast to the experiences of other European countries with terrorist atrocities Germany has not (yet)
suffered any major attacks. Nevertheless, the threat of international terrorism led to significant changes in
Germanys anti-terrorism laws. The most prominent examples are the introduction of s. 129b (“Criminal
and terrorist organisations abroad®) in 2002 into the German Criminal Code, the restructuring of s. 129a
(“Forming terrorist organisations*) in 2003 and, most recently, the introduction of three new offences by
the “Law for the prosecution of the preparation of serious violent offences endangering the state” (GVVG)
in 2009. Focusing on the latter, this article describes and analyses the major changes to substantive criminal
law acknowledging the strong influence of European law.

Keywords: Terrorism; European law; German law; Criminal law; Preparatory acts.

Resumo

Em contraste com as experiéncias de outros paises europeus com atrocidades terroristas, a Alemanha nao
sofreu (ainda) nenhum grande ataque. Contudo, a ameaga do terrorismo internacional levou a significativas
mudangas nas leis alemas antiterror. Os mais proeminentes exemplos sdo a introdugdo do s. 129b
(“organizagdes criminosas e terroristas no exterior’”) em 2002 no Cddigo Penal alemao, a reestruturagio
do s. 129a (“formagdo de organizagdes terroristas”) em 2003 a, mais recentemente, a introdugdo de trés
novos delitos pela “Lei para persecu¢do criminal da preparacdo de sérios e violentos delitos que pdem
em perigo o Estado” (GVVG) em 2009. Focando-se na ultima, este artigo descreve e analisa as principais
mudancas no Direito Penal substantivo reconhecendo a forte influéncia do Direito europeu.
Palavras-chave: Terrorismo; Direito Europeu; Direito alemao; Direito Penal; Atos preparatorios.

I. Introduction

The international context plays a role in the fight against terrorism that is not to be underestimated. On
the one hand, international law poses legal obligations that lead and limit the national legislator in his actions.
On the other hand, it has become clear that terrorism nowadays is an international problem that concerns not
only individual states but the whole international community. The states have recognised that in order to counter
the terrorist threat an approach only on the national level cannot suffice. As a result, the fight against terrorism
has shifted increasingly to the international and supranational level. For Germany the European influence is
of particular importance. Therefore the assessment of the European Commission regarding the handling of

terrorist threats gains relevance:

* The author is Lecturer and Researcher (wissenschaftlicher Mitarbeiter) under Professor Dr. Martin Heger, Criminal Law, Criminal Procedure,
European Criminal Law and Law History at Humboldt-University of Berlin, Germany.
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Modern terrorism is eminently global. The dissemination of propaganda aiming at mobilisation and
recruitment as well as instructions and online manuals intended for training or planning of attacks via the
Internet have an intrinsic international and cross-border character. The threat is international, and so must

be at least part of the answer.!

Consequently, the answer has been international. Not only the European Union but also the Council
of Europe have actively passed legislation in the area of anti-terrorism law. In recent years one can list the
Framework Decision 2002/475/JHA on combating terrorism in 2002, the Council of Europe Convention on the
Prevention of Terrorism in 2005,%>and the Council Framework Decision 2008/919/JHA of 28 November 2008
amending Framework Decision 2002/475/JHA on combating terrorism. But these are only recent developments,
in fact the fight against terrorism on a European level can be traced back to 1977 when the “European
Convention on the Suppression of Terrorism* was negotiated.?

Different areas of law were influenced by European law — not only substantial criminal law.* However,

this paper will concentrate only on the European influence on German substantive criminal law.

II. Substantive criminal law

In the area of anti-terrorism law the substantive criminal law in Germany is strongly influenced by
European law. To illustrate this point, first some specific examples of the influence will be given. Second, the
influence of the Council Framework Decision 2008/919/JHA of 28 November 2008 amending Framework
Decision 2002/475/JHA on combating terrorism will be examined more deeply by taking a look at one specific
section that was created in reaction to the European requirements.’

Noteworthy in this regard is s. 129b of the German Criminal Code (StGB), which is the first section
specifically introduced in order to implement European law.® S. 129b StGB deals with criminal and terrorist
organisation abroad.” The extension of national law to foreign terrorist organisations was a specific request of
the Joint Action of 21 December 1998 adopted by the Council, making it a criminal offence to participate in a
criminal organisation in the Member States of the European Union.? Before s. 129b StGB was implemented,
the forming of foreign terrorist organisations was only an offence if a subdivision of the organisation existed
within Germany.’

In addition to that, the offence of forming a terrorist organisation — laid down in s. 129a StGB —
was restructured and changed in 2003 to implement the Framework Decision 2002/475/JHA on combating
terrorism.'® The changes were the following:!! In s. 129a StGB there is a catalogue of offences at which the
aims or activities of a (terrorist) organisation must be directed. This catalogue was amended substantially by
adding the following offences:'?

—  causing serious physical or mental harm to another person, namely within the ambit of section 226
StGB

—  computer sabotage (s. 303b StGB), destruction of buildings (s. 305 StGB) and disruption of
communication facilities (s. 317 para 1 StGB)

—  causing a severe danger by releasing poison (s. 330a StGB)

—  violations of the Weapons of War (Control) Act and the Weapons Act

Along with the changes of the catalogue the legislator added two further prerequisites: (a) a specific
intent and (b) as an objective requirement the possibility of seriously damaging a state or an international
organisation." These are substantial changes to the structure and one can also observe that the composition of
the offence was much more complicated after the amendments.
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The above mentioned examples illustrate the continuing influence of European law on German substantive
criminal law by causing the formation of new offences and restructuring already existing ones. Yet, the greatest
change made to substantive criminal law so far has been the introduction of the “Law for the prosecution
of the preparation of serious violent offences endangering the state” (GVVG) in 2009.! This act introduced
three new offences into the German Criminal Code." Its origin can be traced back to the specifications laid
out by the Council of Europe Convention on the Prevention of Terrorism 2005 and the Council Framework
Decision 2008/919/JHA.'* The European influence on this specific law will be examined more deeply in the

following.

ITII. Background of the GVVG

The necessity of introducing new offences into the German Criminal Code was stressed by the German
government in reference to the high threat posed by international terrorism.!” They also referred to the European
obligations, specifically those posed by the Council of Europe Convention on the Prevention of Terrorism
2005 and the Framework Decision 2008/919/JHA..'¢

Both were shaped to counter the (new) threat of terrorism and stressed the necessity in a globalised world
for the affected countries to work together and counter an international problem by acting together inter-
nationally.!”” The three years that lie between the adoption of the former and the latter might suggest a develop-
ment of the content, but no such thing can be detected as the Framework Decision explicitly refers to the Convention,
and the differences in phrasing can be neglected.? The focus will be on the sections relevant for the German
implementation criminalising the “preparation of a serious violent offence endangering the state” (Vorbereitung
einer schweren staatsgefihrdenden Gewalttat) as one of the three new offences introduced by the GVVG.”

Both Art. 7 Council of Europe Convention on the Prevention of Terrorism as well as Art. 3 (2)
lit.c) European Framework Decision 2008/919/JHA requiere the Member States to penalise the “training for
terrorist purposes”, both also indicate what exactly is meant by that: Art. 7 (1) Council of Europe Convention
on the Prevention of Terrorism states the following: “For the purposes of this Convention, ‘training for
terrorism’ means to provide instruction in the making or use of explosives, firearms or other weapons or
noxious or hazardous substances, or in other specific methods or techniques, for the purpose of carrying out
or contributing to the commission of a terrorist offence, knowing that the skills provided are intended to be
used for this purpose.” The Council Framework Decision features the exact same wording — apart from one
negligible difference.?

Whether there is a real clarification provided by this description may be doubted. The extensiveness
is striking, especially when considering the scope of the wording of the definition. The exemplification in
Art. 7 (1) Council of Europe Convention on the Prevention of Terrorism and Art. 3 (1) ¢ Council Framework
Decision 2008/919/JHA may indicate which actions are supposed to be criminalised, but the wide scope of
the phrasing still leaves room for the national legislator to fill. To illustrate this statement one only has to
take a look at the wording of Art. 7 Council of Europe Convention on the Prevention of Terrorism: “[...] to
provide instruction in [...] other specific methods or techniques” gives hardly any indication of what action is
supposed to meet this description.?

Still, an implementation into German law was needed and realised. This will be considered next.

IV. The implementation into German law: s. 89a StGB
The GVVG introduced into the German Criminal Code the new crime “preparation of a serious violent
offence endangering the state”. This new offence, found in s. 89a StGB, penalises preparatory acts for serious
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offences against life or personal freedom (cf. ss. 211, 212 StGB: murder and manslaughter, and ss. 239a, 239b
StGB: abduction for the purpose of blackmail and taking hostages) that have a certain objective (“which under
the circumstances is ... capable of”) and subjective (“which under the circumstances is intended to”) reference
to state security. These serious offences are crimes punishable with imprisonment of a minimum of five years
or even life sentence, and belong to the inner core of the offences that are typically committed by terrorists.>

The offence under s. 89a of the German Criminal Code requires that a person prepares a serious offence
endangering the state. S. 89a (1) 2 StGB specifies that “a serious violent offence endangering the state shall
mean an offence against life under ss. 211 or 212 or against personal freedom under sections 239a or 239b,
which under the circumstances is intended to impair and capable of impairing the existence or security of a
state or of an international organisation, or to abolish, rob of legal effect or undermine constitutional principles
of the Federal Republic of Germany.” However, s. §9a (2) StGB clarifies that only certain acts of preparations
fall under the offence:

(2) Subsection (1) above shall only be applicable if the offender prepares a serious violent offence

endangering the state by

1. instructing another person or receiving instruction in the production or the use of firearms, explosives,
explosive or incendiary devices, nuclear fission material or other radioactive substances, substances
that contain or can generate poison, other substances detrimental to health, special facilities necessary
for the commission of the offence or other skills that can be of use for the commission of an offence
under subsection (1) above,

2. producing, obtaining for himself or another, storing or supplying to another weapons, substances or
devices and facilities mentioned under No. 1 above,

3. obtaining or storing objects or substances essential for the production of weapons, substances or devices
and facilities mentioned under No. 1 above, or

4. collecting, accepting or providing not unsubstantial assets for the purpose of its commission.”

The list of possible acts in s. 89a (2) StGB is exhaustive. Notably, the person committing the preparatory
act and the person planning to commit the serious offence required by s. 89a StGB do not have to be one and
the same.? Whereas “instructing another person in the use of firearms” (No. 1), the “supplying to another
weapons” (No. 2) or the “providing [of] not unsubstantial assets” (No. 4) are typical actions aimed at supporting
somebody else in committing such an offence, the person preparing and the one committing can also be
identical.? This will typically be the case when a person receives instruction in the use of explosives (No. 1)
for example in a terrorist training camp in order to use the learned skills in a terrorist attack.

It shall not remain unmentioned that these actions alone do not suffice. They need to amount to a threat
to national security. The clause in s. 89a (1) 2 StGB specifies that prerequisite for “a serious violent offence
endangering the state” is that the action “is intended to impair and capable of impairing the existence or security
of a state or of an international organisation, or to abolish, rob of legal effect or undermine constitutional
principles of the Federal Republic of Germany.” This clause is a reference to s. 120 (2) 1 No. 3 a) and b) of
the Courts Constitution Act,?” which is problematic as the latter is a procedural norm determining the judges’
competences for the various offences whereas s. 89a StGB as a criminal norm possesses a different quality.?®

The prescribed sentence for s. 89a StGB is imprisonment from six months to ten years. A possibility
for mitigation offers s. 89a (5) StGB “in less serious cases” with a penalty ranging from three months to five
years of imprisonment. Additionally, in cases of active repentance (“fdtige Reue”) “the court in its discretion
may mitigate the sentence (section 49(2) [StGB]) or order a discharge for the offence under this provision”.
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This is possible under s. 89a (7) “if the offender voluntarily gives up the further preparation of the serious
violent offence endangering the state, or averts or substantially reduces a danger caused and recognised by
him that others will further prepare or commit the offence, or if he voluntarily prevents the completion of the
offence. If the danger is averted or substantially reduced regardless of the contribution of the offender or the
completion of the serious violent offence endangering the state prevented, his voluntary and earnest efforts to
achieve that object shall suffice.”

Not only the objective requirements of the offence are complex, the subjective requirements are multiple.

The mens rea-element has three points of reference: intent is required regarding

(a) the preparatory act,”
(b) the later commission of the serious offences against life or personal freedom, and
(c) the suitability of the later offence to impair state security (“is intended to impair”).*

For the mens rea-component, contingent intent (“dolus eventualis”) is sufficient. This is the lowest
possible intent requirement in German criminal law.’! It means that the offender acts even though he or
she thinks the realisation of the offence is possible.’? Thus, there is no special intent needed as opposed to
comparable norms that also penalise certain preparatory acts, i.e. s. 30 (2) StGB that criminalises “conspiracy”*

and requires a special intent concerning the planning of the offence (“7atplan™).>*

V. Assessment

Now, having examined the new offence, the question arises wether s. §89a StGB is a “mere” implementation
of European requierements. It is supposed to penalise “training for terrorism” as both requiered by Art. 7
Council of Europe Convention on the Prevention of Terrorism as well as Art. 3 (2) lit.c) Council Framework
Decision 2008/919/JHA. As shown, training for terrorism is definded as “provid[ing] instruction in the making
or use of explosives, firearms or other weapons or noxious or hazardous substances, or in other specific methods
or techniques”.*

By using the phrasing “instructing another person [...] in the production or the use of firearms, explosives,
explosive or incendiary devices, nuclear fission material or other radioactive substances, substances that contain
or can generate poison, other substances detrimental to health, special facilities necessary for the commission
of the offence or other skills that can be of use for the commission of an offence under subsection (1) above”,
ins. 89 a(2) 1 No. 1 StGB the German legislator restricted itself to an implementation of the above definition.
The offence may not feature the exact same wording, yet the Framework Decision, especially “in other specific
methods or techniques”, deliberatly allows for the national legislators to adapt it to the domestic legal system.

In contrast to that, in s. 89a (2) 1 No. 1 StGB the German legislator seized the opportunity and went
even further than a mere implementation. The new offence also includes as actus reus “receiving instruction”,
which clearly goes beyond the scope of the European requierements. The Framework’s original restriction
to the provision of instruction — the key part of the legal definition — means a form of assistance on the
preparation of a terrorist attack that is provided, but not received.** While this seems like a minor addition, it
considerably widens the scope of the offence. One particularly striking example would have been the possible
criminal liability of young extremists drafted into compulsory military service, where they naturally would
have learned how to use firearms and explosives and hence would have fullfilled the requirements as long as
they were planing on using these skills in a later terrorist attack.’” An act that would not be criminalised by
either the Council of Europe Convention on the Prevention of Terrorism or the Council Framework Decision
2008/919/JHA.
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It has become clear that the influence of European law in the field of anti-terrorism law in Germany
is — and has been for many years now — strong. It especially affects the area of substantive criminal law. Not
only are existing offences restructured because of the demands posed by European law, but also new offences
are created — offences whose creation is often viewed critically.*

Another development can also be observed: Because of the wide margin left by the European obligations,
the national implementation tends to go even further in criminalising certain acts. The legislator — in making
new laws — often refers to the European obligation as a justification and only a thorough analysis by criminal
doctrine can reveal the extent to which the obligations differ from the new law and whether the criminalisation

goes even further than what is demanded.*
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